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ABSTRACT 

Electoral Processes Infrastructure Security and 
Integrity has been an emerging challenge due to the 
verifiability disputes that arise in competitive 
elections. This is despite investments in Secure and 
electoral technology that meets the Confidentiality, 
Integrity and Availability (CIA triad) of information 
security. To ensure electoral infrastructure efficiency, 
information security and voters data confidentiality, 
governments have invested in Blockchain modeled 
technology, Biometric Voter Registration and 
Authentication as well as secure electronic voting 
mechanisms. This paper studies the Information 
Security issues raised in the Data Collection, Results 
Transmission Servers (RTS), Management in the 
Kenyan electoral process of 2022 where Biometric 
Voter Registration (BVR) Technology was used to 
authenticate the voter registration and a hybrid System 
used in voting and transmitting results. 
Comparatively, this paper also investigates the United 
States electoral voting platforms, and documented 
attempts to interfere with the elections Cyber Security 
Infrastructure through Malware Attacks and 
Spearphishing on State and Local Networks. The 
demonstrates the shows the cost and benefit of 
traditional data centers against block chain secured 
BVR and virtualized platform. To enhance electoral 
integrity and security, the findings recommend a 
proposed change in the Information Management 
policies and protocols in the administration of 
electoral hardware and software assets as well as 
unrestricted access for Results Transmission Audit. 

Keywords: Biometric Voter Registration (BVR), 
Blockchain, CIA triad, Cloud Computing 

1. INTRODUCTION 

Cloud security can be referred as the building and 
hosting of secure applications in cloud environments 
for use and consumption [1].This amplifies the 
emphasis of protection of information from 
unauthorized access as well as provision of 
Confidentiality, Integrity and Availability according 

to NIST specifications and guidelines. A cloud 
environment can be either private, public or hybrid 
where applications and business processes are owned 
either solely, shared by organizations or both, 
respectively. The decentralization of data in cloud 
environment allows optimal management of 
information sharing and storage in an economical and 
cost-effective way. Computing resources in cloud can 
also be configured as well as scaled according to the 
customer’s business needs and service provided. The 
benefits that come with the ubiquitous and rapid 
elastic nature makes cloud computing more business 
friendly to organizations.  

One of the challenges that come along with cloud 
technology is data security breaches and 
vulnerabilities. As business processes and information 
handling infrastructure migrates to cloud, the Integrity 
and confidentiality of information has become vital [2] 
for organizations, clients as well as service providers 
for seamless operations and credibility, respectively. 
With credibility of information security for 
Information Communication Technology (ICT) 
providers being an emerging concern due to the 
vulnerabilities and sophistication in threats, this study 
evaluates the cloud security infrastructure and the 
management of data in Blockchain secured 
infrastructure. With a focus of the Kenyan and United 
States electoral processes as a case study, this work 
investigates the Biometrics Technology and 
information Risk Management policy challenges that 
may be encountered in access management of voters’ 
data. This paper evaluates the Kenyan electoral 
process where policy issues in handling the 
Independent Electoral and Boundaries Commission 
were raised in 2017 and 2022 [3] general elections. 
Further we interrogate the merits and demerits of 
virtualized data centers and whether data transmission 
in electoral processes may be prone to Man in the 
Middle attacks among other vulnerabilities. 

In a seemingly seamless technological process that 
culminated in a disputed case whereby the 
management of the electoral process infrastructure 
such a Data Servers, transmission systems and 
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administrative rights to data logs was contracted to 
third parties, this case study also interrogates the 
Cybersecurity Governance Policies for service 
providers in relation to the C-I-A triad. In this 
evaluation we mainly focus on two institutions 
namely, The Independent Electoral and Boundaries 
Commission (IEBC) which stands for the 
constitutional electoral body in Kenya that is 
mandated to  administer elections and  
SMARTMATIC  which is an electronic voting and 
Technology company  which was contracted by IEBC 
to administer the 2022 General elections using the 
Biometric Voter Registration System(BVR) [4]. The 
paper is organized as follows Section 1 is the 
Introduction. Section 2 highlights Related Works. 
Proposed works is covered in Section 3 and the paper 
ends with the Research Contribution and Conclusion 
in Section 4. 

2. RELATED WORKS  

Secure online voting is fundamental in ensuring that 
trust and fairness is guaranteed electoral processes 
through maintaining the Integrity and security of the 
process infrastructure. Srivastan [5] advocates for 
ensuring that the authenticity of the voters through use 
of technology such as Biometrics for Identity 
verification so as to eliminate double voting. To ensure 
cost effective process Srivatsan proposes an online 
secure voting System where voting and tally reporting 
is done in real time with voter’s password credentials 
for secure casting of votes. The work shows that 
implementing secure technology achieves 
authenticity, non-traceability of votes cast and 
enforces confidentiality. 

Yashika [6] in the paper Two-Level Biometric 
Security studies the voting system in India and the 
challenge of double registration of voters, fake voting 
and the disputes that arise from the integrity 
controversies. To eliminate the existing gaps in India 
voting system and improve the security of the voting 
process Yashika proposes the levels of voter 
authentication starting with Biometric registration for 
authenticity. Through the use of matching algorithms, 
the voter biometric credentials is matched with the 
input data for authentication before casting of the vote. 
This ensures ‘One voter –One vote’ is achieved. 

 

2.1 DNC Malware and Spearphishing Network 
Attacks 

In the United States electoral dispute was based on 
hacking or attempts to hack. According to a report [16] 
by the Department of Justice, in 2016 the Democratic 
Nation Committee experienced a malware attack when 

its network was penetrated and hundreds of thousands 
on data stolen. The attacks were malware and 
Spearphishing. According to the report, through Initial 
Access intrusion of the network was by stealing IT 
administrator’s credentials which led to compromise 
of 29 computers which acted as “middle servers” 
which sending messages from the malware to DNC 
Servers. 

Biometric Voter Registration Process. 

The Biometric voter registration system includes the 
use of unique characteristics such as fingerprints, eye 
retina, palm prints. In the voting system, this 
information is used to verify a voter’s identity for 
authentication during the casting of the ballots thereby 
improving credibility and verifiability of the voter’s 
identity and the process. Automatic Fingerprint 
Identification Systems (AFIs) is the most commonly 
used biometric method of capturing, processing and 
biometric data in a biometric plate where matching 
algorithms [4] are used for verification. 

In Kenya the Biometric Voter Registration (BVR) kits 
were used to register the voters in the 2022 General 
elections which form the basis of our case study. The 
system comprised of laptop, fingerprint scanner, and a 
camera to capture authentication data, in this case, 
something you have and Personally Identifiable 
Information (PII) [5]. According to the IEBC, the 
implementation of this technology was to ensure 
transparency and accountability in the electoral 
process which had also been disputed not only in 2017 
but in the previous years of Kenya’s electoral cycle. 

 

Figure 1. The Biometric Voter Registration 
System Results Transmission Model [5] 

The Independent Electoral and Boundaries 
Commission of Kenya, stated [6] that the BVR 
Technology which included Biometrics Identification, 
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maintained the CIA Triad of information security. The 
research looks into the IEBCs BVR Blockchain 
architecture and the vulnerabilities and existing gaps 
in administering BVR electoral processes worldwide.  

International and Communications Technologies 
(ICT) [7]in Elections Database put the figure of 
countries that use BVR in their electoral processes at 
25% however of the number only 9% use it 
electronically. The disparity may be explained by the 
operational costs and also legal framework in the 
handling and administration of the electronic votes’ 
transmission – one of the bone of contentions in the 
Kenyan case when it came to sharing of Server Data 
logs in our case study country –Kenya. 

Blockchain Technology in the Kenyan Biometric 
Voting System. 

The merits and shortcomings of the use of 
decentralized infrastructure in the form of Blockchain 
during electoral processes are also investigated in this 
study. Blockchain Technology is a decentralized 
architecture comprising of in-built security and peer to 
peer techniques to enhance trust and transactions by 
avoiding third parties [8]. In relation to the 2022 
Kenyan Biometric Voter process, the voter registers 
act as the public ledger with a register for each of the 
46,229 decentralized polling stations in Kenya and 
across the globe. The candidate’s data was also 
registered in a web-based application known as the 
Central Register Management System (CRMS) for 
validation purposes. Voter’s Data was captured by the 
BVR was processed and integrated in the backend [9]. 
To eliminate double voter registration, the data was 
exported to a central system for data matching. The 
electronic voter identification using biometric ensured 
the legitimacy of electoral data.  Each final record of 
the polling station was scanned as a permanent record 
and transmitted using the electronic and encrypted 
Integrated Elections Management Systems (KIEMS) 
to the servers for reporting [9] and tabulation intents. 

Due to the decentralized nature of Blockchain 
technology e-voting and voter’s identity 
authentication is made ubiquitous at any geographic 
location optimizing resource and logistics as well as 
eradicating geographical barriers. Voter data Security 
is also enhanced due to the record of every transaction 
record by a block which acts as a record book and a 
ledger in BVR voting and reporting system. After the 
transaction is completed, a block is permanently   sent 
to the database. [10]  The data recorded in the 
Blockchain is normally immutable. With reference to 
the C.I.A triad of information security, the 
immutability of the Blockchain ensures the Integrity 
of data which makes the BVR System secure. In the 

case of the 2022 Kenyan electoral process the ledger 
in the process was a form known as Form 34A which 
constituted a signed and approved vote tally record 
from each of the 46,229 decentralize poll stations. 

2.2 Bitcoin nodes Concept 

 The 2022 Kenyan voting system which was a 
combination of both manual and electronic system of 
voting is argued to have borrowed its infrastructure 
heavily from the Bitcoin nodes concept. The 46,229 
polling stations acted as Blockchain nodes where votes 
were recorded and signed and approved [9] as 
irreversible ledger. Bitcoin network has 13,812 nodes 
[11].The polling stations were also geo-marked within 
their respective networks and Biometric kits. 

An encrypted Results Transmission System (RTS) 
was used to scan [10], upload and transmit the results 
uploaded form 34A from each of the 46,229 polling 
stations to a server. It is in the 46,229 polling stations 
that the Kenyan Integrated Elections Management 
System (KIEMS) biometric device scanned a QR-
coded form and sent the copies to then IEBC servers. 
The signed physical form acting as a permanent record 
was used for verification at the Headquarters by the 
electoral body through cross referencing with the 
online form reported form on the IEBC website. The 
server’s administration decrypted the form for display 
of the results in pdf form was accessible in real time 
on the electoral body (IEBC) website. Each polling 
station had 700 voters (entries) whereas one bitcoin 
block is one megabyte per block. 

3.PROPOSED BIOMETRIC VOTING SYSTEM 
ADMINISTRATION 

As is the case with the Kenyan electoral system and 
many a process in the world, technology has not been 
absolved [12] electoral bodies from Integrity questions 
as enshrined the in the C.I.A triad even where secure 
processes as such Blockchain are used. These can be 
attributed to the administrative model where different 
jurisdictions manage their own elections infrastructure 
leading to a variation of systems and complexities. In 
the United States, elections infrastructure is managed 
by states and local governments. According to the 
Congressional Research Service states and local 
governments experienced cyberattacks targeting their 
jurisdiction election infrastructure which led to the 
Department of Homeland Security Designating [13] 
election systems as critical infrastructure. Notably, the 
National Institute of Science and Technology (NIST) 
is responsible for certification and standards of 
election systems in the United States. 

To mitigate vulnerabilities in the electoral systems 
compensation controls, software patching and  
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physical and procedural safeguards [12]can be 
implemented. However, even though the technical and 
procedural security measures may ensure the 
confidentiality of data and access of electoral results, 
verifiability and integrity of the results has been 
questioned due to the management of the electoral 
infrastructure. This study provides some remedies that 
may guarantee confidence in the handling of electoral 
data and always allay fears of electoral tampering.  

Whereas Blockchain technology is one of the secure 
form of protection for data due to its desirable 
capability of decentralization, immutability, fault 
tolerance and auditability [14] the lack of a centralized 
data handling infrastructure by a unitary body and 
contracted technical expertise and technology has led 
to unwarranted disputes ,lack of data verifiability and 

autonomy in the access of information on a need basis. 
In the recently concluded Kenya electoral process, 
which was block chain secured, parts of the 
infrastructure such as data handling and server 
administration was contracted out to a vendor which 
led to a protracted legal battle during the audit of the 
elections results. In the dispute, where one of the 
parties requested for results transmission logs, 
collected data from transmission system and Images 
from the Servers, the vendor -SMARTMATIC-
contracted by the Kenyan electoral body to manage 
results transmission ,citing violations of Intellectual 
Property Rights, denied the Kenyan Supreme Court 
access the images  of  its servers [15]. In the ICT 
experts Reports for the Kenya 2022 election [16], ICT 
experts stated that the Results Transmission System 
ran on One virtual Server and 7 Docker containers. 
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Fig 2. An example of a container Image and running database applications 

 

3.1 ELECTORAL TECHOLOGY AS 
INHERENTLY GOVERNMENT FUNCTION  

Notably, the main causes of electoral integrity disputes 
in Kenya, despite secure measures for electoral 
infrastructure has been the issues of data handling by 
the contracted vendors. In two subsequent elections in 
2017 and 2022, access to the Results Transmission 
servers (RTS) for audit in the disputed results has led 
to two consecutives Supreme Court litigations. In 
2017 dispute, the electoral body, IEBC stated [17] that 
they could not give access to the RTS servers citing 
absolute confidentiality of usernames, passwords, IP 
addresses and software running applications. 
Although fresh orders were given by the supreme 
court, the IEBC only provided read only information 
relating to number of servers, Internal and external 
firewalls disclosure, password policy, password 
matrix, system user types, Disaster Management plan, 
GPS Locations of Polling Stations, Certified Copies of 
Penetration tests on election technology where all 
parties viewed transmitted results from polling 

stations in different geographic locations. In 2022, the 
vendors who managed the elections servers did not 
give full access of servers citing confidentiality and 
Intellectual property violations. In addition, the IEBC 
also stated the backend election transmission servers 
were hosted on secure oracle database and not 
Microsoft SQL server as stated by the petitioner. In the 
United States, election attempts [18] to interfere with 
electoral integrity technology and exploit cyber 
security vulnerabilities have been experienced 
especially on state and local networks. Just like in 
Kenya where security and verifiability of the election 
transmitted results was in Dispute, in the United 
States, the efficiency of ballot machines has also been 
called into question by disgruntled parties. With a 
precise focus on Technology, this study proposes 
administrative changes in the administration of 
election technology and also how these changes can 
lead to mitigation of electoral systems vulnerabilities 
through adoption of a secure centralized data handling 
and results reporting body. 
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Comparative Model of United States and Kenya Electoral Infrastructure and Security Measures. 

 

 

3.2 PROPOSED OPERATIONAL AND TECHNICAL CONTROL CHANGES. 
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Fig 3. Proposed Election Security Infrastructure and that United States and Kenya adopt.

To enhance the integrity of the voting process nd 
reduce disputes as witnessed in the United States and 
Kenya, the administration of the election and its 
security needs to be coordinated by a centralized body 
with full access of election data, election manager 
database, Biometric voter Registration and 
verification systems and internal network 
infrastructure [16]. The ownership of these rights by 
the electoral administering body gives full autonomy 
in case of judicial hearing or cyber security audit. 

The above comparative model compares the United 
States and Kenya voting infrastructure and election 
administration. As seen in the model both countries 
share technological processes such as hybrid voting 
System where marking of the ballot by the voter is 
done physically and tally transmission to the servers 
and reporting is done electronically. In Kenya 
Biometric Voter Authentication of the voter is done 
before the casting of the vote to ensure ‘One voter –
One vote’ as well as to avoid double voting. The 
Kenyan system also includes geo-location technology 
so that each voter votes in the unit and location where 
they were registered, even though the system 
reporting, and transmission is decentralized. 

 Once verification is done, the results transmission to 
the server just like the United States state government 
and local is transmitted through secure network to the 
servers for reporting. 

The main difference between voting systems in Kenya 
and United States is the governing bodies in elections. 
In the United States, voting is devolved to state and 
local governments whereas in Kenya the authority to 
manage, tally and report election votes is streamlined 
to one national governing body. Both systems have 
merits and demerits due to the electoral disputes that 
may arise like Florida in 2002 and the 2017 and 2022 
election disputes on hacking allegations and plaintiff’s 
plea for open the results transmission servers for 
election results auditing. 

4. RESEARCH CONTRIBUTION AND 
CONCLUSION. 

In this study we were able to evaluate the electoral 
security measures of Kenya and United States 
elections processes and the challenges that arise from 
attempts to infiltrate the United States elections 
systems cyber security infrastructure and the lack of 
full autonomy by the national election body (IEBC) to 
manage the elections technology infrastructure 
hardware and software’s assets such as servers in case 
of disputes which require security auditing. This 
erodes electoral trust and technical control 
independence. As a result, this study finds that: 

1.The United States as well as other jurisdictions 
should adopt Biometric Voter Registration for voter 
Identity authentication so as to enhance voting process 
trust.  
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2.Electoral processes in Kenya and United States 
should adopt voting as an inherent Government 
Functions with no contractual practices of technology 
infrastructure so as to manage, the security of the 
elections ICT assets and have full autonomy of such as 
server logs audit in case of electoral dispute. 

3.There is a need to use Blockchain technology as a 
secure way for electoral process confidentiality and 
networks integrity. 
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