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Abstract— Recently, anti-drone technology has been rapidly

developed to counter illegal drone intrusion. To counter illegal
drone, drone redirection algorithm is used with the global
navigation satellite system (GNSS) spoofer and drone detection
equipment. In this study, to reduce the performance gap
between laboratory and field tests, we proposed a validation
process in the laboratory to design and verify the drone
redirection algorithm from the initial design stage to the
equipment integration state before conducting field tests. The
proposed process consists of four steps; tuning drone model
based on flight test data, simulation in the loop (SITL) test,
hardware in the loop (HITL) test using real flight control
computer (FCC), HITL test using FCC, GNSS receiver and
GNSS spoofer. In the process, two drone models were used,
hence each result was compared and verified using a simple
modeled drone and a simulator of Micropilot. In addition,
through step-by-step verification, the performance of the drone
redirection algorithm and system was verified by considering
the performance of RADAR, GNSS spoofer, GNSS receiver, and
FCC. Through this verification process, it was possible to
identify debugging and redesign factors that may occur during
the integration stage for each equipment before field testing.
Therefore, it was possible to reduce the time and cost of
debugging and redesign that could be required in the field test.
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Recently, the demand for technology to prevent intrusion
of illegal drones invading core facilities have significantly
increased [1-3]. These technologies, named anti-drone
technology, consist of hard-kill, which inflict physical
damage, and soft-kill, which can suppress without physical
damage. The global navigation satellite system (GNSS)
jamming and deception are included in the Soft-kill method.
Although, GNSS deception requires a more complex design
than GNSS jamming, it can be used with low power.
Additionally, because it can manipulate GNSS position and
velocity mounted on drones, more effective response is
possible. However, GNSS deception is possible only on
civilian GNSS signals [4—6]. The effects of GNSS deception
have been analyzed. And studies have also been conducted
on moving drones to safe areas to prevent them from moving
in the wrong direction or to avoid accidents in unintended
places during GNSS deception. In [7], the analysis of
redirection in various types of multi-rotors was conducted
using open-source SITL or experiments. In [8], the author
verified that the multi-rotor parrot model of AR Drone 2.0
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can be redirected to a target position. In [9], a gun-type GNSS
spoofer was presented for moving a multi-rotor in a desired
direction. A study presented a result of multi-rotor redirection
to a target position using open-source SITL [10]. In [11], a
control of multi-rotor in a Hover mode using GNSS deception
with human-in-the loop control was demonstrated.
Performing flight tests in a real environment and designing a
redirection algorithm requires a lot of time owing to
considerations of weather, test site, and flight time. Therefore,
it is necessary to design and verify the redirection algorithm
from the initial design stage to the integration stage in the
laboratory, and then perform field tests. Many previous
studies have performed many tests through simulations using
open-source SITL. At this point, if the simulation is
performed without considering the performance of the GNSS
spoofer, drone detection device, and GNSS receiver mounted
on the drone, a large difference may occur from the result of
the field test. Therefore, in this study, to reduce this
difference, we present a step-by-step laboratory verification
process for the design of the redirection algorithm. In our
previous study [12], the redirection algorithm and system
were proposed and the fixed-wing redirection result was
presented through the proposed laboratory verification
process, but this verification process was not described in
detail. The proposed process for sequential design and
verification aims to reduce the redesign and debugging
factors as much as possible and to reduce the difference with
field test results through the performance verification of the
designed algorithm from the initial design stage to the
equipment integration stage.

IIL.

Our previous study [12] presented a configuration of
GNSS redirection algorithm and system, as shown in Figure
1. The drone redirection system comprised a radar, which can
detect the position and speed of the drone, and a GNSS
spoofer, which generates GNSS deception signals to make
the drone fly in a desired direction. The drone redirection
system generates the GNSS deception position and velocity
for drone redirection at every step based on radar
measurement data in the drone redirection algorithm to
change the direction of the drone and fly it to the target
position. If the Kalman filter in GNSS spoofer is used, one
can obtain the periodic data and use the estimation result of
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the Kalman filter in the case of radar tracking loss. As a result,
periodic deception path calculation is made possible using the
drone redirection algorithm.
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Fig. 1. Configuration of commercial fixed-wing drone

redirection system.

Drone redirection algorithm was designed based on two
main redirection strategies; Cases 1&2 and Cases 1&3. In the
case of Cases 1&2, when compared to Cases 1&3, the
probability of drone fail-detection and innovation check
detection is lower, and the probability of radar tracking loss
is reduced through relatively slow drone flight direction
change, but the redirection range depends on the position of
the drone’s way-point. At this point, in this study, the
direction of the drone’s path line can be estimated, but the
way-point of the drone is unknown; therefore, there is a
limitation in that the redirection range cannot be unknown.
By contrast, Cases 1&3 does not depend on the position of
drone’s way-point. However, Cases [&3 may need
modification depending on the algorithm of the drone.

III.  VERIFICATION PROCESS OF REDIRECTION ALGORITHM

Verification process of designed redirection algorithm in
a laboratory was shown in Figure 2.
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Fig. 2. Verification process of designed redirection
algorithm

The proposed process consists of four steps. Drone model
tuning is first step in the process. For drone model, several
simulators are available from open-source SITL and autopilot
companies [12]. To design and verify the drone redirection
algorithm using these simulators, it is necessary to tune the
drone model of the simulators similarly to the actual flight
result of the drone. To tune the drone model for the simulation,
the aircraft size, aerodynamic, and thrust coefficient, which
are the aircraft information of the drone, are input; the type of
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the path-following algorithm is selected; the controller
structure is tuned, and the control variables and other
variables are set in detail. However, except for drones that
apply autopilot using open-source code, the information for
drone tuning, reference sensor setting for flight control,
sensor fusion conditions, and fail-detection conditions are not
disclosed. Furthermore, to determine the detailed drone
information for drone tuning, it is necessary to use a reverse
engineering approach for the target drone. Another approach
is to model and use a simple drone model. Using a simple
drone model reduces the time required to tune the model
based on flight test data as fewer variables are required to
tune the drone model. Accordingly, various types of drone
models can be created. In this study, a simple drone model
and Micropilot's simulator were used as drone models,
respectively, and they were tuned based on the flight test
results.
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Fig. 3. Test configuration for SITL

The second step is for the software in the loop (SITL) test
using the drone model, as shown in Figure 3. The test
configuration is based on the configuration of the drone
redirection system in Figure 1. In this step, a simple drone
model tuned in the first step was used as the drone model. In
addition, a radar noise model that models the radar error was
used. At this point, to operate only with software, the radio
frequency (RF) signal generation, deception signal
generation part in the GNSS spoofer, has been omitted. Since
this configuration is composed of a closed-loop structure
using Radar, it can be used to verify the basic operation of the
redirection algorithm according to the presence or absence of
Radar error. The accuracy and latency of the GNSS spoofer,
the GNSS receiver mounted on the drone, and the flight
control computer are not taken into account in this
configuration. In the third step, Micropilot's FCC hardware
was used for the SITL. If you used an open-source drone
model at this stage, you can use an FCC that is compatible
with that open-source. Simulation results reflect control delay
and characteristics caused by FCC. As shown in Figure 4, the
fourth step is to check the integration between the GNSS
signal generator and the redirection algorithm, which can be
simulated taking into account the accuracy and delay of the
GNSS Rx mounted on drones and GNSS spoofer. In this case,
a GNSS simulator was used for a simulation of authentic
GNSS signals. Therefore, the authentic GNSS signals were
generated according to the trajectory of the drone model in
real-time.
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Fig. 4. Test configuration for HITL using GNSS Spoofer
and GNSS Rx.

If simple drone modeling was used in second stage,
simulation can be operated in non-real time much faster than
real time simulator such as open-source SITL. Therefore, if
the trend of the results is similar to others, the test can be
repeated several times to obtain statistical results or to train a
deep learning model. By considering each factor sequentially
through the proposed process, it was possible to reduce the
time required for debugging or redesign of the algorithm in
the field test. Additionally, in the third and fourth steps, it was
confirmed that the indirectly designed redirection algorithm
can be applied to various drones by implementing and
comparing both Micropilot's simulator and simple drone
model.

IV. EXPERIMENTS

As shown in Fig. 5, a simulation result in the fourth step
was presented. Micropilot's FCC hardware, Ublox GNSS
receiver, GNSS spoofer and GNSS simulator were used for
HITL. The minimum goal distance in fourth step was
measured at 8.16 m.
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Fig. 5. Simulation Result of HITL using GNSS Spoofer and
GNSS Rx.

V.

In this study, we presented four methods for verifying the
drone redirection algorithm and system via laboratory tests.
By sequentially applying each factor to be considered
according to each procedure, the factors required for
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debugging and redesign occurring in each verification
process, was identified before the field test.
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