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Abstract—In NFC applications, user privacy information must
be protected first. Cao and Liu recently proposed a lightweight
NFC authentication scheme based on an improved hash func-
tion to ensure that the user’s private information will not
be leaked. Although their method is highly efficient and has
Mutual Authentication, Forward Security, Backward Security,
and security against attacks such as Replay, Location, and
Fake, once out of synchronization occurs, the method must re-
establish synchronization data. Therefore, this article will propose
a lightweight synchronization method.

Index Terms—authentication algorithm, hash function, near
field communication, privacy

I. INTRODUCTION

The low cost of electronic tags in RFID systems, RFID
is thus widely used in daily life [14], [19], [22]. However,
limited by the computing power of electronic tags, RFID
cannot perform complex cryptographic algorithms to protect
user privacy information [6], [10], [15], [16]. To improve
both the computing power of tags and protect users’ privacy
information, NFC technology is a feasible solution. Near Field
Communication (NFC) can read information stored in objects
at short distances without touching the object [12], [13], [20].

The communication of NFC is the same as that of RFID
technology [18], [23]. The main difference between NFC and
RFID is that the user equipment that stores information in the
NFC device is no longer a simple tag but a mobile device with
more computing capabilities, such as a mobile cell phone [4],
[11]. Mobile cell phones have both high data storage capabili-
ties and powerful computing [8]. In addition, they can perform
en/decryption algorithms based on traditional cryptographic
algorithms to protect user privacy information [2]. Therefore,
mobile cell phones can use as traditional RFID tags and
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bring users great convenience [3], [7]. For example, users can
produce the applications of electronic label records such as
bus and bank cards on their mobile cell phones, reducing the
number of items users carry when going out [9], [17], [21].
The paper is structured as follows. We then review the Cao-
Liu scheme [1] in Section II. Section III proposes a lightweight
NFC authentication algorithm based on an improved Cao-Liu
scheme. Finally, we conclude the entire paper in Section IV.

II. REVIEW ON CAO-LIU SCHEME

In this section, we will briefly review the Cao-Liu NFC
authentication scheme [1]. There are two entities in the NFC
authentication scheme: S (The server and reader) and T
(The mobile devices, cell phones, etc.). Their scheme can be
divided into two stages: the initialization and the authentica-
tion stages. After the initialization stage, the server (S) will
store the information (K, K14, Knew, T1ps,Trp). In initial,
Koig = Kpew = K. The mobile device (MD) will store the
information (K, Trps, Tip).

The steps of the authentication stage of the Cao-Liu scheme
are described as follows.

Step 1. The server S sends a start session command, ASK,
to T.

Step 2. After receiving the ASK, the mobile device (T)
sends its anonymous ID or pseudonym 7T7pg to S as
a response.

Step 3. After S receives the message, S looks out T7pg in
database. If T7pg does not in the database, the T7pg
is fabricated. S will stop the authentication. If T7pg
does in the database, S will take the mobile device
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identity (T7p) and generates a random number 7g.
Next, S computes B and D as follows:

B = rs®Tp,
D = h(’r‘s, T[D).
S sends (B, D) to the mobile devise T.

Step 4. After receiving (B, D), the mobile device T will
derive the random number rg:

T‘fg =B b TID;
And verifies D as follows:
D 7: h(’I"IS,TID).

If the above equation does not hold, the (B, D)
was fabricated. Otherwise, the rg = r’S and the
(B, D) sent by the server S are correct. Next, the
mobile device (T) generates a random number 7
and computes E and F as follows:

E =
F =

(rs&Tip) & rr,
h(TS ¢ K, K)
Here, & denotes a bitwise sum operation.

Step 5. After S receives the message, S derives and contains
rr as follows:

rp=FE® (Ts&T[D).

Next, S identifies the K is K ;4 or K., as follows:
If F= h(TT D KoldaKOld)’ the K is K,;4. In this
case, the S will renews and updates K¢, and T75%
in database:

Knew =
new _
TIDS -

h(Koa, rr&rT),
h(Trps,rr&rr).
If F'=h(rr® Kpew, Knew), the K is Kj,cq,. In this

case, the S will renews and updates K., and T75%¢
in database:

Kold = Knewv
Knew = h(Kneuu T‘R&TT),
Tr5s = h(Tips,rr&rr).
Next, S computes M = (rg,rr) and sends M to the
mobile device.

Step 6. After T receives M, T verifies M by M’ =
h(rs,rr). If M = M’, T renews and updates K,

and T7'5¢ in database:

Knew

new  __
TIDS -

h(K, T‘R&TT),
h(T]DS7 TR&TT).
III. THE IMPROVED OF CAO-LIU SCHEME

In this section, we will show the weakness of Cao-Liu
scheme and the improvement of a lightweight NFC authen-
tication scheme based on a modified hash function.

A. The Weakness of Cao-Liu Scheme

The main weakness of the Cao-Liu scheme is that it fails to
synchronize the new pseudonym 7T7pg. As a result, once the
attacker interrupts the transmission data in Step 5, accidental
disconnection or other factors result in T not receiving M =
(rs,rr). In this case, T will not update K¢, and T7'5 in the
database. Therefore, T will have no new anonymous ID T7'5%¢
to send to S as a response in Step 2 in the next authentication
stage.

B. The Improved Cao-Liu Scheme

In this section, we will propose an improvement of Cao-Liu
NFC authentication scheme. There are also two entities in the
NFC authentication scheme: S (The server and reader) and T
(The mobile devices, cell phones, etc.). There are two stages in
the proposed scheme: The initialization and the authentication
stages. After the initialization stage, the server (S) will store
the information (K, K14, Kpnew, Tflljds, T75%, Trp). In initial,
Koig = Kpew = K and T?H, = T75%. The mobile device
(MD) will store the information (K, T7ps,Tip).

The steps of the authentication stage of the proposed scheme
are shown in Figure 1 and described as follows.

Step 1. The server S sends a start session command message

ASK to T.

Step 2. After receiving ASK, the mobile device T sends
its anonymous ID or pseudonym 77pg to S as a
response.

Step 3. After S receives the message, S looks out T7pg in
the database. If Ty ps does not match T?% or TP
in the database, the T7pg is fabricated. S will stop the
authentication. If T7pg does in the database, S will
take the mobile device identity (I7p) and generates
a random number rg. Next, S computes B and D as
follows:

B =
D =

rs (&) h(TID)a
h(Ts,T[D).

Here, h(-) denotes a one hash function with the
length of rg.

If Trps = TP, the S will renews and updates
T75¢ in database:

new

Trps = hTips,rs).

If Trps = 175, the S will renews and updates
Tl"lljds and T75% in database:

old _ new
TIDS - TIDS
Tips = h(Tips,rs).

Next, S sends (B, D) to the mobile devise T.
Step 4. After receiving (B. D), T will derive the random
number 7g:

T/S =B® h(TID)a
And verifies D as follows:

D ; h(’l“ls,TID).
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Server S

Mobile Device T’

ASK
. Tips
Computes
Computes B =rg & h(Trp)
Computes D = h(rs,Tip)
Updates
Updates 7?4, = Trew
Updates 175 = h(Tips,rs)
(B, D) » Computes
re =B & h(Tip)
Checks
D’ h(rg,Tip)
Updates
el = Trsy
1756 = MT1ps,7s)
Generates 7
Computes
E = (h(’l"s) b h(T]D)) S rr
F=h K K
(E. F) s & 16 1)
Computes
rpr =E® (h(rs) ® h(Tip))
Updates
Kold = Knew
Knew = h(Knewvh(TSﬂnT)) M

Checks M~ h(rg,rr
Updates Kpewy = h(K, M’)

Fig. 1. The authentication stage of the proposed scheme

If the above equation does not hold, the (B, D) was
fabricated. Otherwise, the rg = 1% and the (B, D)
was send by the server S are correct. The mobile
device (T) will renews and updates T?%s and T75%
in database:

old _ new
TIDS - TIDS
Tips = h(Tips,rs).

Next, T generates a random number 7 and computes
E and F as follows:

(h(rs) @ h(Trp)) ® rr,
h(?”s ¢ K, K)

E
F

Next, T sends (E, F) to the server S.
Step 5. After S receives the message, S derives and contains
rr as follows:

rpr=FE® (h(Ts) (&) h(T[D))

Next, S identifies the K is K ;4 or K., as follows:
If F = h(TT D Koldeold), the K is K 4. In
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this case, the S will renews and updates K, in
database:

Kpew = h(Kold7 h(’l"s, TT))?

If F = h(rr ® Kpew, Knew), the K is K. In
this case, the S will renews and updates K., in
database:

Kold = Kneun
Knew = h(Knewah(TS7TT))'

Next, S computes M = h(rg,rr) and sends M to
the mobile device.

Step 6. After T receives M, T verifies M by M’ =

h(rg,rr). If M = M’', T renews and updates K¢,
in database:

Knew = h(K, M.

IV. CONCLUSION

In this article, we have shown the weakness of the
lightweight NFC authentication scheme by Cao-Liu [1]. The



main weakness of Cao-Liu’s scheme is that it fails to syn-
chronize the new pseudonym 77pg. To against the above
weakness, we propose improving Cao-Liu’s lightweight NFC
authentication scheme.
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